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Rapid growth of government’s remote workforce has effective cybersecurity tools — audit

VICTORIA — Practices have been set up to manage cybersecurity risk related to the rise of teleworking in
the B.C. public service, according to the 12th report of 2021-22 from the Office of the Auditor General.

The number of government teleworkers has increased 20-fold since the COVID-19 pandemic began,
adding to potential cybersecurity risk as employees and contractors remotely access government data —
including health records and financial information.

The audit looked at the responsibility of the Office of the Chief Information Officer (OCIO), which is part
of the Ministry of Citizens’ Services, for cybersecurity risk management in the telework environment. It
found the OCIO has implemented policies, procedures, and standards — plus staff training and guidance
—to help protect sensitive data. Practices have been set up to manage cybersecurity risk related to the

rise of teleworking in the B.C. public service, according to the 12th report of 2021-22 from the Office of
the Auditor General.

The Province also uses validated encryption to protect data transmitted in the telework environment,
and it has measures to prevent unauthorized users from accessing government data stored on
government managed telework devices.

“While teleworking has many benefits, it also introduces new levels of cybersecurity risk that need to be
addressed,” says Auditor General Michael Pickup. “We found the OCIO is doing the important work to
manage that risk, with one area for improvement concerning the use of devices not managed by
government.”

The OCIO prohibits, by policy, the use of personal devices — including desktop and laptop computers,
tablets, and mobile phones — for telework but it has not taken steps to prevent their use, which
increases security risk to government data.

The OCIO has accepted the report’s recommendation to put measures in place to detect personal
devices used for teleworking, and to identify a response to the potential threat.

Today’s report is the 20th in the 20 months since Pickup was appointed by the legislature. “l extend my
appreciation to the entire staff of my office for delivering 20 reports while responding personally and
professionally to COVID-19 related stresses,” Pickup said.
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https://www.bcauditor.com/pubs/2022/managing-cybersecurity-telework-environment
https://www.bcauditor.com/sites/default/files/publications/audits-at-a-glance/BCOAG-Cybersecurity-Telework-AAAG-March-2022.pdf
https://youtu.be/C4kwtDZCzhA
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About the Office of the Auditor General of British Columbia
The auditor general is a non-partisan, independent officer of the legislature who reports directly to the

legislative assembly. The Auditor General Act empowers the auditor general and staff to conduct audits,
report findings and make recommendations.
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