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BC Hydro could do more to improve cybersecurity on its power system

VICTORIA — The Office of the Auditor General of British Columbia has released a new report:
Detection and Response to Cybersecurity Threats on BC Hydro’s Industrial Control Systems.

The audit found that BC Hydro is effectively managing cybersecurity risk by detecting and
responding to cybersecurity incidents on the parts of its electric power system covered by
mandatory reliability standards — standards which are accepted across Canada and the U.S. But
components that don’t fall under the mandatory standards may be vulnerable to cybersecurity
threats and should be monitored.

The components that BC Hydro is not looking at—generally equipment of lower power
capacity—may allow cybersecurity incidents to cause localized outages and, in aggregate, could
have a large effect on the overall power system.

“Cybersecurity is no longer only about prevention, but also about quickly detecting and
responding to attacks.” said Carol Bellringer, auditor general. “A strong capability for
cybersecurity monitoring and response is fundamental to good cybersecurity practice.”

The audit focused on how BC Hydro is managing the cybersecurity risks to its industrial control
systems, which form an integral part of its electric power infrastructure. Through an extensive
electric power system, BC Hydro provides electricity to 95% of the people in British Columbia.
The system is considered “critical infrastructure” because it affects every aspect of life and is
essential to the economy.

For security reasons, the office does not disclose findings that could expose details of BC
Hydro’s power system. As such, the office provided BC Hydro with a detailed technical report
that specifically outlines the findings and recommendations.

Overall, the office made three recommendations in its report around assessing the cybersecurity
risks, maintaining an inventory of BC Hydro’s hardware and software components, and
implementing detection mechanisms and monitoring, in real time.



©FFI|EE THE

@ Auditor General

of British Columbia

The full report is available on the Office of the Auditor General website at www.bcauditor.com.

Bellringer will answer questions pertaining to the report via a news conference.

News Conference Date: March 19, 2019

Time: 11:30 a.m. (Pacific time)

Dial-in Information:

From Vancouver: 604 681-0260

From elsewhere in Canada and the USA: 1 877 353-9184

Participant Pass Code: 44848#

During question and answer period, to ask a question: Press 01

During question and answer period, to exit the question queue: Press #

About the Office of the Auditor General of British Columbia

The auditor general is a non-partisan, independent officer of the legislature who reports directly
to the legislative assembly. The Auditor General Act empowers the auditor general and staff to
conduct audits, report findings and make recommendations.

Contact us:

To speak to the Auditor General, call Hannah English: 250-419-6260

For general questions, call Colleen Rose, Manager, Communications: 250-419-6207

www.bcauditor.com

Subscribe to receive report e-notifications at www.bcauditor.com/reach/subscribe
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